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MADFlow : Multivariate Time Series Anomaly Detection via
Normalizing Flow

Jiwon Moon - Seunghwan Song * Jun-Geol Baek
Department of Industrial and Management Engineering, Korea University

With the recent advancement of smart factories in manufacturing processes, high-dimensional data is being
collected in real-time from multiple sensors in production facilities. However, it is very difficult to detect
anomalies that reflect both correlations and temporal dependency between high-dimensional variables. In this
study, we propose Multivariate Time Series Anomaly Detection via Normalizing Flow (MADFlow), which can
reflect both correlation between variables and temporal dependency. MADFlow consists of a temporal encoder
to reflect temporal dependency and a flow module to learn the distribution of high-dimensional data and is
trained in an end-to-end manner. Experimental results on multivariate time series data with similar
characteristics to data generated in manufacturing processes show that MADFlow has significantly better
anomaly detection performance than existing models. Therefore, we expect MADFlow to be able to efficiently
detect anomalies in real-world manufacturing processes.

Keywords: Anomaly Detection, Normalizing Flow, Masked Autoregressive Flow, Real-Values Non-Volume
Preserving, Long Short Term Memory
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| Ast7] sl EE S<F(representation
learning) 7] ¥ H] A] = (unsupervised) ©] 4 B4 W o] go]
TFHAT EH 22 Generative Adversarial Networks(GAN)
(Goodfellow et al., 2014), 7L €] 2L Variational Auto Encoder(VAE)
(Kingma and Welling, 2013)& ©] &3 50| & A& 2=
HolH o Fx5 Zd Y 3t7] 918 AHEE ATt 12 v GAN 7]
W 2 d 2 HolE & A A A st & (stochastic) A 2FRE
A3k, VAEE #A| W E (latent vector) zoll I3 &5 X
(probability distribution) 2 T+#7] 4 & && Z 2otz oz
gk 2T @A 7 EA g
Normalizing Flow(NF)& 9148 714
2 FAEH EloE Y XS HAA L
2 715 E(likelihood) & A &3} A
ARk NF= B4 HlelE o th# lo kelihood% ) stet=
ZZA2E 58, feature S l—v— T Y2 2A
Z}(latent space) Aol Yuld (embeddmg)?}lﬂr(Yu etal.,2021).
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Schmidt and Simic(2019)& NF7} A% ZH <ol AAE

o &Ald A&E £ &S BTk L AAEY
A7 ERE 1E3A BATE TS, Suer al(2019) THH
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oV B A4S BelF Yt A, mdlo] B 1
of dAZte 2 o) FAE Tl ok st Az A=
HehA) B B Mol EAAT Bt vla we o
]7L].L 2% HolE g EAL UG 4 9= o)A B
o] B a3,
Az 3A A8 < A= NF 7| o A
o’ &rA] WHES A|¢ETh Rasul ef al(2020) NFE
& ot AAE ol tg oS
. I3} Masked Autoregressive Flow(MAF) (Papamakarios et
al, 2017)¢} Real-Valued Non-Volume Preserving(RealNVP)
(Dinh etal, 2016)7F A7kol b2 M4 7he) B2 2 T AR}
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o} E3H Al l Ao AZE &S Y 3l7] 913l Long Short

Term Memory(LSTM)(Hochrelter and Schmidhuber, 1997),
Bidirectional LSTM(Graves and Schmidhuber, 2005), 1]
Input Attention Encoder(Qin et al., 2017)E AH&3to] A7) & &
32 WY St hidden state & FE3FA T FZ € LSTM Y hidden
state o U Hlo]HE 97 NFoll S5 A7 024 o] & &4
St} o) g et F2Y Aot e My AT iy 2l Bl e e
ZolH g g ARE A AaHA S v
QofeiAd, £ =89 7o = v 2o
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2.1 Normalizing Flow

NF+ Deep Generative Model Al € £, <Figure 1>3} 2]
& F Th(Rasul et al., 2020).

NFE 98 golg (x
(f(x ))Eoﬂﬂxﬁ.oiﬂ?@] T
distribution) z& 83t HW (mvertlble)?]_ flow layer
((f '(2)) & &3l H]OIHE 2@ & AT FTE
2 Y (input) x9} flow layerE AX Z(output) 22| x}t
(dimension)©] FY3tth= A2, 48 FZHinput space) XY= RP
o] WE(density) pyt WHF BEE g2 24 2
Z=RPY WX p: isotropic Gaussian)Z M 3HE =5 RP
A RPZ )% (mapping) Bt ol & B f: x>z UH

Wk 4347t 2ARE 1

¥T flow layer
A 3ol A 9] 718

¥ (underlying

Flow
fx) £l(2)

Figure 1. Structure of Normalizing Flow
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A AHbijection) EE o] 7453

4= ¥ 8k(change of variables)©| 2t3L l=H]|, W4
101171%*8}04x flz) 2 2d8EG A 2 x
A (D)3 2ol vderd 4 9l

of (x) )’
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px(x) =pz(a)

det(

2 (1)l A %(:)% gt £o] ok H|Q (Jacobian)S &7

Sk}, o 1] ok 8 & (Jacobian matrix)< HMEH f(x), x o o
A Huld FPoln, x 9 29 FE Y5 T (probability
density function)®] A7} oksZH]QF 8 & 2] (Jacobian determi-
nant) 9] H&& 7=tk 24 layerv}t} ofZH|Q A E A&
AAetE AL B2 HlEo] 27] Y& NFE et 22 F
THA 273 wrEstofof Q. AA, fi= 7k F o] o of et
A, foll thah ofrIQE B4 ALbo] 4 ¢lok gt 99| F
Z20& W54 o NFY 8<50] AR o] Fo{AA] &
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RealNVPE of3H|QF 8 2 o ALME 71eh3] 5}7] 93] af
fine coupling layer2h= flow network 74 WH-S A ¢t
(Dinh et al.,, 2016). ol & Y| ALE& F /| FELE Ur
/‘1 ?JE"‘]PJ UFE= HEsHA oo, WstE A e wes9

3 YA WFE HEE o] & 4 ()9 2ol YErd
e
d — poxlid
oo o D enploor ) 40wy O

°laL, s(+ ) scaling, t( ) translation function . & 77}
lineardtA| 98- B389+ 0]}, b binary masking & & 94

3} Ao o Z5 o] oF & mask® F-&-& o v|stn 4 (3)E B3
Jelo| E A}
Xnasked — (xmask’ed +t( )) ®exp( ( b d)) (3)

Coupling layer®l| 41 = masked input®l|] T} &t affine transform-&
T3] Al s(+), t(«)FTE FFT

Linears}#| %<
7t A E

37 UEE Ay

function f& A3 A
P27t HEE T4 9 coupling layer
w3 HAHA A AFeg x" )0l FF FL

(shuffling)o] AT W M ¥
(change of variable formula)ell )73 = o] € Ll
FE UE TS 4 @)% 2ol e

det(ﬁ)

logp y(x) =logp ,(z) +log Py

.
=logp,(z) + 3 logldet( 0 vi/ dy, )l
i=1
Affine coupling layerol ©]3)] RealNVPE] oFZH|QHE 4] (5)
o} 22 3hakzk e E(lower triangular matrix) FE| 2 ¥ ko] &
30, ok HIQF A4k A (6)F 2] scaling function output®]

oz ug pRRAT,
I 0
ayl- . dy d+1:D (5)
dy,_, 7ddzag(exp( (yr4)))
Gy -1
logldet( 9 y,/ 0y, )= loglexp(D3 (s ()| (6)

Aog FH HoHY 7teEE &
EH@rO} c}sok S8 &, 7717 53 vlolHA o
S negative log likelihood & # A38}sto] S538tA Aot #HE4
O 2 NF9 &4 g4(loss function)= 2 (7)3 2o},

N Ao

U

T

L:%g;mMum (7)

2.2 Long Short Term Memory

(1) Vanilla LSTM

LSTM-& Recurrent Neural Network (RNN)oJl A1 9] 7]&7] 4
4 (vanishing gradient) &4 & s} 2s}7] 98 ke Rdolnt.
LSTM & +Z+& <Figure 2>9 2t}

o E}Q) 28l (time step)PFEF 270 9] state: cell state(C,), hidden
state(h, )& A3t 3719 gate: forget gate(f), input gate(i),
output gate(o )= 8 Al4to] o] Folith 1A 9 Y HE
7} x,& R"Q 1, hidden state h,& R™ = 2] 8)~(12)% B3} =
=90

i, =sigm (W, [h,_;x,]+1b) ®)

f, =sigm (Wf[ht,l;xt] +b/) )

o, = sigm (W, [h,_ix,]+b,) (10)
C,=£,0C_,+i,Otanh(W,lh,_,x,]+b,) (11)
h, =0,  tanh(C,) (12)

Ctg —>
LSTM

ht-1 —>

Xt

Figure 2. Structure of Vanilla LSTM
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A B)~(11) h,_;x,]JeR™ & o] A A A 9] hidden state
A h, & A dH x, & Z(concatenate) 3T FrolH
W, W, W, W& R™"3 b b, b, b€ R" &
St5 Bt HE vt 4 (8)oll A input gate= A FEHIE
Aol Edted AH+E T 1A A ¢ —1241% 9 hidden
state”} sigmoid &2 A= o 03} 1 Abo]] Zho 2 M3l
ANZ ol E 2 & AR A (9)9 forget gate 01| A
1 Abo]9] A8 Al Fdtth 12 3 ARE BF A8k A
< ulEiH, 0 B e AL ngtt 4 (10)9] output
gate= O] A Yol et ARE ZEY ¢l ThF hidden state S
AR 4 (11)Y tanh (W [h, ;x,]+b,) & input modu-
lation & Z -19 A 1 Abo]9] Zt& ztom X AR E cell state
o gty 0 ARJMAE ARt LS TP JTH
O 2 ¢t A9 hidden sate= 2 (12)9} Zo] AR T

(2) Bidirectional LSTM

Bidirectional LSTM-& ¥ 34 & 2t LSTMLOE <Figure
>3 2 FRZ o] FARAY,

<Figure 3>l A1 9] 3+ sl A = forward LSTM S 2 1] &}
W, 22 FAEE backward LSTMS o] gtt}, o] & 7+zh
forward W&Fe] tW A cell? backward W& N—tHA cell &
A4t HF 29<& 2A A} Bidirectional LSTM-& Al
2= (sequence) HIoJE ol g JRE o2 2T 4 9)
o] kA 0 & Vanilla LSTME T A %50 $38lthe E4 o]
=g

(3) Input Attention Encoder
in et al.(2017)& A Z #Ho] & U M (input feature
p

F

< 1 LSTM A LSTM < cee — LSTM

LSTM LST™M —» --- LSTM
Xt1 Xt X7

Figure 3. Structure of Bidirectional LSTM

hi1

¥

Input Tt =
z; A‘t)tn e: ‘H— a; —>Q—> & —> LSTM —( hy

Softmax
Figure 4. Structure of Input Attention Encoder

€ 434 0 = (adaptively) A B & 4~ 21+ Input Attention based
Encoder& Al %Fs}F A Th. Input Attention Encoder= <Figure 4>}
ol 74€n

ERA 2L xF=(af, 2b, -, 2h) TeRT T FOAHE
m, 2 (13), (14)9 2] Encoder LSTM 48] b, _, 3 C, &
23}, multilayer perceptron< 53}l 4] attention mechanism
= TS T YT

ef =vtanh (W, [h,_;;C,_,] +Uexk) (13)
k‘)
ot = 7:’("(6‘ L_ (14)
Zz‘=1eXp(€t)

/‘E} (13)01]/“1 VGE]RT’ WGE]RTX2m , :’_E]__T_’_ UEERTXT“E‘

A7 S shekvlE ol ek A (1) A e tAH kol A o WA
U8 " FTAEE A4S attention weight 2, ol 10] 2
AEE el softmax F47} 2 8-H . o121 2 attention weight
Z 488 A (15)0A W FoErh g oY ghg ukae
% 03, 4 (16)& 5o 1414 hidden state7} Q1] 0] & H.

x= (alzl, af?, -, alal) 0
b=/ b x) (16)

21 (16)o1 M Q) £,& 2] (8)~(12)°l] whe} Al4He LSTM 4l o]t}
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Li et al.(2019)2 LSTM based GANS o] &-3}] Th F Al A|
gof thgk o] FAE FASA T A A A (Generator) 9 HE
ZH(Discriminator)7} 7 2701 9] LSTM layer® 74 5™, A4
e £4 & Hagtsta HEAe AL Hjghet= A A 8
% (adversarial training)< 53 2} S5 T Guo ef al.(2018)
& GRUE 7]¥Ho.2 3 Gaussian Mixture VAEE Al ¢Fl T
GRU A& A ZE A A2 2he) AR 3A & wbgst7] Sl A5
AL, FA F7HA A Gaussian Mixture priorsS A3 HE] 2
2 holHE 543 gk dld 72 & T3 AT LAt &
% A F(threshold) ©]/d Y ufl, o] o] 2} &7t} Malhotra et
al.(2016)2 LSTM based AutoencoderS AH-&-3 thHF A A E
HolH & A& B2 0 & Shgetal o] 42 & §A st Al
oF W & LSTM ¢l 26 (Encoder) 9} LSTM T] 2T} (Decoder) 2
TAES I e GHF HolHE A 2P o & W3}
I, YA dIATE AA @& £ S o] &35 T ol E
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2 Deep
AutoencoderE E3| 2AFY& 43 & Gaussian Mixture Model
o TE FAse S At

)
=
AT FSA R EE 702 HojE 9] REE FAHUT

& HIA NFS) A8, GMM & ol el A7 R 28 7148
ATL 758 A8 A7 4 A0k RO HoIA NESH A

°|7k A4

B 7 BA AT YER S TGS F AN

& o] &4 WH &< MADFlows A ¢ °¥
. w0 WA F2E <Figure 5>9F 2T MADFlow
e 22384 E :r“*ﬂljr (1) Temporal Encoder: B ©]
EI7FLSTME AA AAEE 2oFste JHE FHIL YE hid-
den state S W3 (2) Flow Module: =% % hidden state S
ZARE 3 HolE 9 EEE NFS 58 mddgdt (3)
Training: NF2] Z8 (output) &2 TZ&% E 3| )3 negative
log likelihoodE <=4 &2 M sh&aitt 72 L f7]24
THE 5ol Mg

3.1 Temporal Encoder

B =FdAe A 9g24e drYsty] sl Temporal
Encoder 7-%& AF8-3tT}, Temporal Encoder®ll A< LSTM 7]
Hhol Rl S-S AHg3Th B Aol AE hidden state S =Z3}
7] $13} <Figure 2>2] Vanilla LSTM, <Figure 3>2] Bidirectional
LSTM, 2] 3L <Figure 4>2] Input Attention EncoderE AH-&-3

t}. Vanilla LSTM 7}4 7] 2291 LSTM S FEI 2, ©7] A8
g 1este FA O A7) dHd e ARE FEEe 9
+ R4 o]t} Bidirectional LSTM-2 Vanilla LSTM-S %k o

X1 X2 e XT
] i i
Coupling Coupling | | | Coupling
Layer Layer Layer
' ¥ ¥
24 Z 1 H zr
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EAA & 72E A4 02 j99 HolHo ) A
7 to] el gke] BA T ol e} o] 5 H] o] E| 2}9] #A|7}A]
5o} Input AttentionS ¥ 4=l T3] attentionS F+0] T &3
AT SHAHOR 858 £ 9l

%, AF W A oA R oY 2t F 712 (spatial) Q]
AR7AA 2742 12344 hidden stateS FEF & Y& o9
WS 133k} Vanilla LSTM 3} Bidirectional LSTM-2 A 7F
4 ARE FHHOE wYstE WHH, Input Attention
Encodere= A7t 39 ARE WYste Ao =83 MTE
FHHOE 5T AUtk W A tol A DS A 2
£ ol x,e R?Z5H 1A 9 hidden state h, = 4] (17)%
2ol A4kt

o o

of

h, = LSTM(x,, b, ,) (17)

2 (INAA b= AR NALS Q%3 RE
T 9lom, <Figure 5> 2ol tA A9 HolH x, 9 9AH
o] Flow Module 2] coupling layerdl] 312 H T},

3.2 Flow Module

HolE e REE is—%} ] 913, Flow Module A}-&-3] ¢

sk7 25 g4 &3k Aok WS Temporal
Encoder®] A8 LSTM-\Jr 8| <Figure 5> A4 & 4 9%, K
71 €] Flow Module(ReaNVP 32 MAF)< ZA%3le] 22 & &
B gt LSTM O 2 5-E] U hidden stateS 4 dlolE x

o} AA3 & Flow Module®] coupling layero] ¢
Module®] coupling layerol A+ ZHetv]E Y & 5H H
kel #AE 99 4= Atk Coupling layer= 2] (2)9}F 29
scaling¥} translation function® 2 FAF o] glom 24 (18)3}
7] scaling} translation function s( « ), t( « )l Y& Ho]H

x'*43} hidden state h 7} AHE 2] YH =}

A r°“

5

= ﬂllﬂl 1 _1
o
)
=1
S
=

Xt
Xt

Coupling K
Temporal Encoder Layer
.
Zt
Flow Module

f

Figure 5. Overview of Multivariate Time Series Anomaly Detection via Normalizing Flow
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s(concat(x'*% h))

t(concat(x'*?, h))

(18)

RealNVP ol 4 = affine coupling layer”F, MAF ol A & Masked
Masked Autoencoder for Distribution Estimation (MADE)
(Germain et al., 2015)7} coupling layerZA] ofH]¢H& S}akzt
Pd Y| 2 TS, BT AikS 0He @ At HF
20 2 ¢ A7) M 9 log density= 2] (19)2+ 2t}

log py(x, | h,) =log p,(f(x, | (ht) ) (19)
af Xt|ht
-Hog |d€t(T)|

3.3 Training

A E 3183 3288 AX F714 02 S5Hr, A

T &4 %‘?E (7l Al 4] (20)2% o] WA
1 T
L= ?E —log pX(Xt | hr,) (20)

t=1

N

22 fofE x o 3t 7Me 58 HUsdtt EAE H 4
shahe A A Ths T 57E #38k, negative log like-
lihoodE &4 FFEH Stgdth B, 7 Zol9 A=
(window) W &] = w0l o thel A H4ksf o 317] wf ol A
Ao} Aoldl 72 o] E4Y B A o5 7|E
o2 A Shge AP

4.8

4.1 dlo]8 ¥ 37} 21 %

Atsts Zd-E H7bstz] sl Server Machine Dataset
(SMD)& A% A&3l5 T SMD+= AEY 71l A 55 &
Q38709 metrics AFESIA 71A19] 14 AR5 £33 H o]

HAlolth 248 $3) AHEH A EZ = CPU load, network us-
age, memory usage 5°| Utk T tolE Y o]} v &L

416% = 22 B0 @ TAVF EATG £, A2 g
of oA A §lo] LEE AR S oo A 5A4E

;l- ol

Table 1. Confusion Matrix

Actual True Actual False

TP FP
(True Positive)

FN N
(False Negative)

Predicted True ..
(False Positive)

Predicted Fal
redicted False (True Negative)

of¥

r g
=
SN
i

B 7= A5 37 AZZM Area Under Receiver Operating
Characteristic Curve(AUROC)E AH8-3tT} AUCE 7H5 3 B8
A Gkl thaf =5 7] i ol Akl SR 2 45 H7HA
#2389 5 Ytk AUCEROC curve®] WA Q2 7to] 19]
IWESE ST 2dolgta & 4 QIth ROC curves &
g A= 8 A& 0 & v A S48 False Positive Rate
(FPR)® True Positive Rate(TPR)S] W35 YEld o2
0,03 (1,)E A28 34 8 2 Yebdd Fr3Y} TPRS
7} 7} <Table 1>9] &5 3 & (Confusion Matrix) 2 3} w2} A
AT

TPR-S 7 E(sensitivity) 2 <Table 1>0l14 AA 2 Q1 A
of]2E Foz Z FF H &S YreH, FPRE I-50|%
(specificity) Z <Table 1>l A AAZ o] ohd A o] 2o tf3
FOE AR 5T vl &2 ulditt

A e Brha) A 4
74] o Al = MAF, ReaINVP Z+2Z-of] tha Al wlj 2] 3.7](batch size)
£ A7 1094 B8 AP S w9 ShF 2 AK(training
loss) ot it AUCE Alstete 48 AP0 43S 5‘311
RealNVP7} MAFo] ]3] Stz 0 xb7F W21 QR A 0 7 4

S AT 4 . 29 A o M= Temporal Encoder$} Flow
Moduled] 2§02 Y& 3= F 67k 72 HH Y F
%2 37] 8% 0% YA 0L SRl
08 B3 ARtste M EY AeS Hluste A4S A
P,

Ao AHEH GPU A% ASUS TUF GeForce RTX 3080
Tio|th. MADFlowe 852 13} 6709 Flow Module AH&
3}%1.°.™, Temporal Encoder®} Flow Module®] &5 % o2 2
4% &= hidden dimension-> 522 A4 gt} 27] learning rate
0.001 2 AP o optimizers AHE3l A5 7t 2
%, Adams AHE S W) Asol 7HE otk A3l A
HAES F7]E3002 A

IGAE FAEH 1T

[o mlo o rlo

() WA 27 {740 w2 v Ay

A 2718 W7Asty A8 o e s oS 4
5}7] $13l, Temporal Encoder 2 Bidirectional LSTM 2, Flow
Module 2= MAF$} RealNVPE AF-&-3} it} 1HE- 3143 (epoch)
E 27 MAF£ 2003, ReaNVPE 203 2 A4 Tk 3 47] 2] wl
A 471(32, 64,128, 256)°l th 3l A MAF <} RealNVP 257 101 4
HHE A8 S A d A7} 1 AUCE <Table 2>9} 2t
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Table 2. Mean AUC per Batch Size
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Table 3. Optimal Structure of Proposed Method
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Figure 8. Anomaly Detection Results for SMD
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