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Building an Efficient Face Anti-Spoofing Model with the
Exploration of Important Face Areas Based on Explainable Al
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- Junegak Joungl

'School of Interdisciplinary Industrial Studies, Hanyang University

2Department of Applied Data Science, Sungkyunkwan University

Compared to other biometric methods, facial recognition is relatively slow and vulnerable. To address this issue,
the development of fast and accurate Face Anti-Spoofing (FAS) models is essential. In this study, we propose an
explainable neural network-based approach that leverages important facial areas to construct an efficient FAS
model. These important areas are quantitatively identified by analyzing the prediction mechanism of the FAS
model. To validate the proposed approach, we train a new model using images that include only the identified
important areas and compare its performance to that of the traditional model. The results demonstrate that the
performance of the two models is comparable, indicating the feasibility of replacing existing models.
Additionally, the proposed method reduces computational overhead by pre-removing irrelevant areas, enabling
the construction of an efficient FAS model that focuses on learning from the key facial areas.

Keywords: Grad-CAM++, Face Recognition, Facial Landmark, CNN, Al-Hub, XAl

LA &

QS AAJNA L oY ol A FEHI YT IFAAE
dz AA 2 F71719 dast kol AAHU WA o A
AFTHoE &8HE 5 7€ AZTEI AA L 9o,
Jof wet HEstHA 43 mEA S5 7hsd A2E Y )
ol 8 75 Yok 2y ALY EE s 1er o Ao &
Aol BRIQIF S AIEE Al dFdl 3t 5 g2 4
71 o] Heto] FhA o =2 Hofstrhe A o] JJEL g az
A &H 08 A 7|51 itk o] ZA| 9| =2H Ho|E & AH&3tA]
02 Abgolu A28l S &ol & 9 E 2F3(Spoofing)©] 2}

I ske, AL Fol 2~ 2% 348 WA A g &
T7F o] Fo A Shth SpA T 7)ol 1kt o whe 23
FA W WMo 5T  gle ALE FustA TA
atal glom, o] g Az HolHE Abgho] A F2317]9f
= of#gol glth oj2d FAIE s Asty] el £ AFolA
© A9 7hsd A A S (eXplainable Artificial Intelligence,
XAI) 71 & &83F 879l FAS(Face Anti-Spoofing, FAS)
ZlEs AN LA F.

A 57k A B FAS 71& 3d Aol A ¢ fﬂ?%]“ =3t
2o dF Ao AHEHE ofn|AE FHE F& glo] HA

oju A& AHEATHE AHolth dF U4 %&?{P TEFE F

1%—‘% gL w e

tToARAR  AEL 20 g, AEEEA 4
E-mail : june30@hanyang.ac.kr

2025 19 229 A4 20259 39 149 AR A4 20259 3¢

TALAY S F=ATADE A 92 o} <5

S E 912 (HY-202300000003614, NRF-RS-2024-00344286).
95T SAE 2 222, A2E T 50328 P ET AFR S FEE Tel : 02-2220-2363, Fax : 02-2220-2363,

209 AA F4.


https://crossmark.crossref.org/dialog/?doi=10.7232/JKIIE.2025.51.3.266&domain=https://jkiie.org/&uri_scheme=http:&cm_version=v1.5

AR7ts AT 71 T2 4F 9 24

aEA ¥ AFE A7) wiEel
3\} ol o] 9 &aFo] FA3| AA
Ao et A7 AT

A7 EHB lg Ao 7] = FAS Rl £ 83 A=
o Aq Dlib 2ho] &gl ol A A% oh
E %°H OEJ%L 3 “I

ghat7]ol ofgl o] AN, Face
—1/] dF oA FAY L E Q)
= A ?:_]J'"J_rL HolHlz 753 ¢ At 1 5, 4= $8
%942 CNN(Convolutional Neural Network)®} Grad-CAM++

(Gradient-weighted Class Activation Mapping++) A3 ™ o 7] u}3}
of FHFTH NN o] H)7 #57o) HHZH O AH$5E Al

A2 A B4 502 Q) A E7bss EFuka
A2 FEsA 2 AqdME XA 71He & /5
Grad-CAM++& A5t A3HE A3t

HAZE (F)EFL20A 233k RGB 714 oFd 9
Z ZH7)(Anti-Spoofing) Al & & &85t 73t} to]H
© A-Huboll A 3 3o, A3} Vol 7t A gle] 7549 3
Ao e "olH T RS ATl AgdT EF oju|A]
°1E1%6P*6W,HZH] °]H & HDL %‘i‘i:%tql%

89 2o of

2. El =

2.1 FAS A A7 55

2719 FAS A7 FE A4 W 7]whete] A= 23
e @A Z?E?é, 5 93113} Yan et al.(2012)& Gaussian

85t dEg A dAg S A
7ol 3t ko WA Y 52 Y
Sl ojuA WMgs =
00%9 A=

1°"

Mixture Model(GMM)= &
Aretar, @ E 7] A4t
& A6, dol &
W2 02 print 2
Kim et al.(2013) 7} 2}<]
of & gz WslE B4
St W& A A g
Held 71%0] BHstHA FAS A7 HA CNN 7]4ke]
Sddts RdS &89 &A PHOE HASHYUY. o)+ F
AR Aol vl o & dF A5E 7hestA o, 53
3 98 24 6] A3} Chen ef al. (2019)& CNNS AHE3}
o global/deep 5% & FZ3}3L, LBP(Local Binary Patterns) S
A& local/color texture 574

FZ3% &, SVM(Support
Vector Machine) S B-&38te 233 348 gAsts S

=
gHss 5
I FAE |
)
=

224 2D

il o b o

jo

3 FAS(Face Anti-Spoofing) 29 T3 267

A ¢+ttt Hadiprakoso et al.(2020)2 & 7<)
& £ £A381L, ol & A £A

o1% %31 20 4L Sl

e

%751% ;.‘}E] Eis 3
ol A Eté4 )é%‘ 7}% =y 50“6“‘17]‘{* T BAE A
T}, Sequeira ef al.(2021) PAD(Presentation Attack
Detection) 2@ 9] 34 7154 T3 AEA A%
7}9]_ }\413:1 7}1:/14 TTE J?S‘}Oi j:,_l‘/] o}@/\h,} /\]g/\«lg
H 3} Prasad et al.(2023)2 RGB || A& &85 Z¢] A

GB =
TE AN, A dE20 2FFE 42 1Y =4 Ao
£ W3 PR ZH thakdl 37 ]"‘]El:%%"”ﬂi}*é%
S 94tk Zhang et al.(2015)& SPED(Spoofing Evidence

Discover y)E}: NEE A 4L A x] Vote] 43 Wah ~
2 AZ3eo 2 mde Ao 2AE gk o3

22 29 4554 58S Fo)7 AR A7

1R85 Bd9 A84 S £017] 98 7FA A 7](Pruning), A
2 ZF(Knowledge Distillation), %A+8}HQuantization)9} 2-&

2

9 Qb= 7)ol g &85 1 9l th(Yesuf and Assefa, 2023).

ol x}"JOI AgE SFANANE Ged 2D & A& 7bs
U

=083 742 A9 &1 Yt} £33, Yesuf and
Assefa(2023)€ olg g WS Ted B A7 E £l

= AL o] ndo A9 7% A (Explainability) % 344
(Fairness)ll F1A & Y3 §7¢ a7t =< 4234
Vision Transformer(ViT)%} A2 $7& Z&3 7 F3H4 FAS

o] =.2] <} 9

S9(HaTFAS, Zhang et al., 2024)2 174) &
e FE S58 4 A AN E 5 28 78S
HAEH Grad-CAM< 88 EA A= mdo &
Ao A Yehvbe 9 whabg 22 F8 EHo FPFE &
A & AT o] & 74O 2 t-SNE(t-distributed Stochastic
Neighbor Embedding) A 2t8} & 53 wA @3} 3h4) nd 71
o EAEEE H]_7 A3, Aeste A o] 8 E4
S axdog g
< AP

XAIE &63 29 o= A & A A S = AL 9l Liand
Song(2024)2 LRP(Layer-wise Relevance Propagatlon) g8
ato] CNNO| 7HA A7) A ol A 2 BEl 9] 255 A F3}s)
1,015 7o R EE e BE E A A “LJJr a4 7t
TAE A frAskE e AFEH o] AT e 71E T}

_I

>
—H
ofl



268 Taehyeok Han -

AA7] 1R FAE SHEGE Az Wds AAT
Banerjee ef al.(2024) LRPE &-&3 712X 7] 7% £ Vision
Transformer(ViT)oll 283t =8 mj/j 4GS A ASHEA
% ImageNet? 22 O 7F Z dloJE A A &2 F5E A3
=5 Yok 58], vire] 722 548 93 LRP A&
ol Bad Q45 AFH o= A A 7|E A

O 5 45Ee 2490 £, XAl 7|9 A
& 2 A 444 28 7tsAdS A Astio
Becking et al.(2024) Entropy-Constrained and XAl-adjusted
Quantization( ECQY) 7| & A|¢tste] LRPE 7|2 8
TE 3 7}—3}1 0|2 &43) ¢8-S St} o] F|HES A
= a8 5])\§1ro}cq;\1\: 1:!141/] g8 /HJ,]. EShe| 7].‘—/5]%%

3.

011 ey

_%o

23 7|12 A9 A L £ 979 7]

Junegak Joung

FARF ZHAE AAZ
Grad CAM++E g3t A" &A43
S NZH oz o) d 4= YA &, AEtalel AFEA

e

EU AYEE HL 5Y FUEE St} o] A7 EFAS

OMW A 7Y 284 e wE A2 HY
< AAste], FAS R o) A3 A8 7HeAd e A &
3k o 7)ol gt

3.1 dele

Hpr
o
Hdo
e
o

o
rlo

Az

A Face Spoofinge 943 ZU (2%

)l A =H L
o8 7} 2 g sttt

5082 o 37
ojof & ﬁ?oﬂﬁ% AI-Hub9] <t 9

e
4 ©
Iy

It =

4& 2l 24
7}

o}

3}

2 <Figure 1>3} 21}, 1
&} 12, Face Landmarks

Z ZFAE 93 dolE & A3t 1A Sk Al-HubE &%)

TAHEAYATLAM SF3k= Al T EAF
717140l A BfE
o & A9 A < Dlib ko] B

SR
AEA S 5§ dolHE eHstL 3l

e & AHgsta] AALE 3

71EFAS AT E FE AGE P 24E FHom, &
dis BUS FEF P B oS A5l BT
14 Jbs A AR BAT Bt Ut B3, XAIE
H4% 977 BEa0] FAS 20| B 2AE B8 A
SHA X AT EANT B XAIE TEF 2 58
He o] 18 A2 o] A@H ol

B ATE ol @ 34 BY87] 93] Grad-CAM++} 2
SXAIETE B4l BYo) 70 87 JAg 4R oR
BHI, F8 9 ool AT Bl B4 AR o8
Bo md S5, $2, 0lolE A% 584 L B F0jA70,

2 FAS Model
AI@HUb Image Data Development

== Preprocessing | ™=

& Performance

Data Collection .
Evaluation

Area

> Importance

Extraction

Efficient FAS Model
Development
Based on
importance Area

Performance
Comparison
& Validation

Figure 1. The Overall Process of the Proposed Approach
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Figure 4. Conversion Process of a Heatmap Obtained with Grad-CAM++
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Left Eye 37, 38, 39, 40, 41, 42
Right Eye 43, 44, 45, 46, 47, 48
Left Cheek 42, 41, 32, 50, 49, 5
Right Cheek 47, 48, 36, 54, 55, 13
Chin 57, 58, 59, 6, 7, 8, 9, 10, 11, 12
Philtrum 33, 34, 35, 53, 52, 51

ANA 7 3

Precision, Recall

A o4

dol el A 74 Al, T Hlol B 9 g7t obd A A 9] A
£ 6:2:2 W& 2 233} Train, Validation, Test Set 74 3}

%{\;} 7L [ﬂ o] E1 A],Q 1:].2_3} 71—3 o5 g /‘zsg 6’}-]’;]— Train Set
& =) A8 % % 7HFA A2 8ol AL§H ¥, Validation
Set St Aol M 2o A5 B7het shol ¥ detr|H F
Y2 YD Test Set2 Sh5oll AHEHA G2 SH2A
oJHE, HF i dutst AeS ARA o= U

Table 2. Performance of the Traditional FAS Model

Precision Recall Fl-score
0.9983 0.9952 0.9929
4.3 EEAHQIFAS 2 73

(1) Grad-CAM++3} Face Landmarks & &-8-3F 58 99 A4
52d £4& 938 Grad-CAM++9] target layere £ 9] w14
2t Convolution layerg A& T Grad-CAM++9] AT}
<Figure 8>3 70 Class7} I(real)q] A= &9 LE F &
o] F83}A Yo, Class7} O(attack) ! 745 €29 54

4] localizing ¥ = A& AT

%%4 TR I THE F 1012 92 =4, LEE =
AAA, Ae A, Q& 7 LEL F, & £ LEE &,

a o]%oi:er-l§Hq
Grad-CAM++3} DIib®] Face LandmarksE %}%
Area Importance] 2= <Table 3>0 UEld B =
1’4— <Figure o>oll A Sl AAY 2L2&% &,
T, 9% FH AU E A A= &
«] 0°ll 747k AR STt
A= Y9 Area Importance™ -5 vl th 3 & 2 77} e}
vt 53], 9% E3 2 2% E9| Area Importance= 2}

rSL
of

ofy



272
Original Image
: Heatmap

o -

o 150
Prediction: real (Expected:
attack: 0.01% Class real:

, Original Image

. Heatmap
5
o -
123
150
- s
200
w0
Prediction: attack (Expected:
Class attack: 100.00% Class real:
o
25
50
75
100
125
130
175
200

a 50 100

150

Taehyeok Han -

Original + Heatmap

real) Class

99.99%

Original + Heatmap

attack)
0.00%

oo
200

Table 3. Area Importance Values for Selected Face Area

Candidates
Face Area Area Importance
Left Eyebrow 0.2930
Right Eyebrow 0.1086
Nose 0.1811
Lips 0.1005
Left Eye 0.3875
Right Eye 0.5748
Left Cheek 0.0784
Right Cheek 0.7831
Chin 0.0868
Philtrum 0.0082
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Figure 10. Examples of Facial Images Showing the Impact of Lighting Asymmetry

Figure 11. Example Image Extracted with Important Face Areas

Figure 12. Example Image Extracted with Unimportant Face Areas

Table 4. Performance of the Efficient FAS Model
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Precision Recall Fl1-score

Model trained with important face areas 0.9759 0.9966 0.9855

Model trained with unimportant face areas 0.9404 0.9991 0.9688
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