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Data-Level Robust Federated Learning for Refrigerator
Temperature Prediction with Anomalous Customers

Jinsoo Bae' + Soyeon Park' * Jihyung Choi' - Jihyun Kim' - Seongil Ham® - Bokung Lee” « Pilseob Kang” - Seoung Bum Kim'
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“Samsung Electronics

Refrigerator temperature prediction using neural networks can improve both energy efficiency and customer
experience in smart home environments. Training high-quality neural networks, however, requires large-scale
data that accurately reflects diverse customer usage patterns. In practice, collecting and centralizing such data is
challenging because of data privacy concerns. To address this issue, we adopt federated learning (FL), which
enables collaborative model training across customers while preserving data privacy. In this study, we propose a
robust FL that incorporates a data-level anomalous customer detection using an autoencoder model. This
component is crucial because a subset of customers may exhibit anomalous data from various factors such as
hardware malfunctions or abnormal usage patterns, which degrade the efficacy of the FL. The proposed
framework, named DrFL, identifies customers with anomalous data and excludes them in the FL, thus
preventing their adverse impact on the global model. Experimental results demonstrate that DrFL reduces
prediction error by over 40% on average compared to existing FL methods, and maintaining robust
generalization performance for new customers who did not participate in federated training. These results
indicate that the proposed method effectively mitigates the influence of anomalous customer data.
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A Fo| th(Biglia ef al., 2020; Li et al., 2025). Wb Waa
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(heating, ventilation, and air conditioning, HVAC) A]2~§1¢] u]
f 25 dF =g /S gt diold £4 71eS 283t
a1 9 tH(Mtibaa et al., 2020; Machacuay et al., 2025). o1& 91,
Mtibaa et al.(2020)> 2~FIERY U HVAC Al2="-S tido
2 o AlA HolB & ks A7]-17] 719 A7 % (long
short-term memory model, LSTM) =& AR&-S& A oks}] o0,
ol 7|HH AU 2&E 9F ZUYIE AANSA
Machacuay et al.(2025) 712 LSTM T-Zof &2 AFA 4%
(shallow neural network)< Z 33 ShallowLSTM =< 7l'#
st WA - WE A2 vy L5 oS AYLE IA &
ANAT o] E g A ATFE2 LSTMI 22 AlAE Held
mdo] d98tA FEAS AR 0 & Shgete 71E =1 7]
B 25 oS BdS AT de 71Eed 7 BT
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B, Bek 5 A 5 S4 0] 27
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2019; Srivastava et al., 2014). ©]# 3t FA & 3|
719E o DA NAA A= AL o] d & Tl ot R
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Y AHE 73 9 Aeste FAL oy dAH A =4
< 7t A& S0, WAL AR 200 AAF ARE 9E
of B A iy 5 U AR AR 23 5 9o T
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7] SleiAE old YE A g E vl &3 Al 2EeA
H]&-o] & ¢ 3ltH(Pouriyeh et al., 2022; Shahid ef al., 2021).

ojo} 2o EA| AL Y3 WH o7 Agsl5(federated
learning, FL) W &o] FE11 Qo). Agskse 179 o
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A 22 2d(local model)S /EH O 2 853 H, 1 A2
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] (anomalous customer data)E YA = It o] 2]k o]/ H
olE|7} =2 Skgoll AHEHT, diT A2 df=5H vetr]E
E AHE dgstA 51, o)+ {4 A 22 2
FAS AgsA AstAE o ATk(Bhagoji ef al., 2019; Li et
al., 2023). &, Aol £ H23 2] o5 2l 4
< gojmg = ajlo] & < 9o, o] & ARl A skaL 5
st 7]&ol astth

AGstFolA ol 1A ElolE 7t 22 RHlo FHS A
AT EAI7F LEA™A, oS 93] 913 2 7HA
74733 A8 (robust FL) 71" S0] AREE o] $hkCao et
al., 2021; Guo et al., 2023). Cao et al.(2021)& 5% A8 7} AL
of RA3taL = 418 7Fs dlo|EAl(trusted dataset)S AR
stof 7} S0l AEE 2E Y Yuo|ES WA
(gradient)S £-A33}31, AW gradiente} AR WS 2he 1
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A YD AE A E 1A L5 BE & 99 ¥
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. SHA, Guo et al.(2023) 2 ESI F T (autoencoder) 7]H E
9 shebelE 29 oS B3] o4 AL FABL, 5
Aol QIAE B HAUZS AFsH] YA AGING e
U Z(FL framework for detecting and incentivizing abnormal
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(data-level)] o] BAE AgeFol T A0 Adshs
2 8| 9] ZL(data-level reconstruction-based FL, DrFL)E A|2Fgk
T}. DrFL+ autoencoder 718t 5 @ XK(reconstruction error)&
ol Sstel 12 olE/E B4 REA oA E HrHD
T}, o]u, autoencoder= %Y A1H <] trusted dataset W] A4 1
A HolHE g3 AR, &Y vlolE k] Apol}l Ee
225 ALK, DIFL-E o] &3 gh& 7|9ke. 2 7 317 9] o]
¢ E(anomaly score)E A&, o & A AAH 94
(quantile) 7123} BlaLste] o) 1A 3} A A& gt
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2ol 474l 25 s HHlS A 02 S
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S0 w2t gk A A7y W Fo] 2. o
T3 AAE HolHE I E o] 88 79, 2AY
o] E W e E4 19 £ F1to] B S50 F s}
A FEE WA F et o] & BAE] Y8 E AFellAe 1
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Table 1. Architecture Details of Refrigerator Temperature Prediction Model

Model name Layer name Type Details
Conv.1 D Lutional 1 Filter size=3,
onv. convolutional layer
4 in_channels=28, out channels=16, and padding=1
ReLU.1 Activation function Rectified linear unit function
Filter size=3,
fo Conv.2 1D convolutional layer . z )
(feature extractor) in_channels=16, out channels=8, and padding=1
ReLU.2 Activation function Rectified linear unit function
Flattening the final two-dimensional feature map into
Flatten Flatten layer . .
a one-dimensional vector
9o : Mapping the flattened vector to the three predicted
Linear Fully connected layer

(regressor)

values by applying a linear transformation
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A B oll A5l trusted dataset-S D, = { (27, y) 11
=1,2,.,L} 0.2 AR A7|A LVerT* e APd 2
agre] A4 A AL Sl FRE /\1741@‘ HERER
oim, yer*E NE & 258 Uehle 29 dolgolth
B3 L2 trusted dataset®] H©JE] /& «lul Sk 2 (1)l M
o= A ZAof g5 getr|HE YetiY, £,9), g,= 44
mdo] B4 F2719 AF71E ndit & d7oMs &
E4 vy x| A} 31739 (stochastic mini-batch gradient de-
scent, SGD)< 0|83t H A3} 713} Tt
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AQ HlolBolm, yPe pPe A AHL
EfHNfi-WH%EQ%Wﬂﬁqﬁﬁﬁn%Iﬂiﬂ
A i7h Agets

o 7,9 g,v 247 48 AAE HolHEZRE AR 28-S F
e B4 7= g rE _EE 04]#5}— 39 s
ofmgit}, 2y dgstgel Fol 1A E T dF= ol
olE|& QI3 A o)A & AAIE HolH JHEJ% Bty
T om, o]y g e 22 2 0| EV} A FA )
=z A5 228 ndof Fdo] A AskE .

olo met B AFoM s 22 29| g EE FY A
sollA FHAsE] doll 1A dHolHe| F42 Bk da-
ta-level 9] o] &2 AAHE 94t o] & 98l T A
= AW AA 7 AR o] EE.$ trusted dataset, D, = 2851
autoencoders AH 8¢t Autoencoder= $1H(encoder)
h,, 9k T1 5T (decoder) d, = TR ™, ¢ St oaf A=
+ =g detrEoltt. Autoencoder®] AAE EE =
<Table 2>} 2t} Autoencoder= 4 AIAE Vo] T3t &
Agk i =d,(n, (") & 7IroR BY 035 Hoslel
5 StaEH, H 25 A2 vt 2ol Aojdnh

&

*_ar mm
¢ = g

2| | dy(hy (z0) =21 2. ()

o714 -2 autoencoderd] A A e} H, hd)g} 4= 4%
autoencoder?] A9} UAH, L2 trusted dataset®] H]o]E
MNTE ngitt, B AFolAE o] A3 A4 =3 SGD 7]
& o83t 3Tt Trusted dataset-> ©] 4 &l o] 3
HA &2 AN tolHE FAH] B, autoencoder=
A1 WA AN A E 3 E g “?5—7—‘41 E4&andor g
&5HA "t} o] 2 213 autoencoder= e Ao A L
A HloE7} A/ 2o 4 Gt Bloju=A1& H7tshs Al

T 52 7|% nd = 7)%53) Autoencoder’} AHA &HGE

o] & Zo} M Fo] 1A je Vo] 22 glo|g o s &
A A5 Ao =N doly #4248 Hrisith 14 9
anomaly scoret= Th- 7} o] A o€t}

B A5E 9udth 4 2)elA o 3 , :
dlolEl g ofv ek 4 ()_H AL =30 |, () — 2. “
- E toll A TG AHE HEshe 2Y sefuEE ofvet i k=1
Table 2. Architecture Details of Autoencoder Model
Model name Layer name Type Details
hg LSTM.1 LSTM layer Inputis.ize=.28, hidden_size=64, num_layers=1,
(encoder) bidirectional=false, and batch_first=true
Last-step selection Operation Select the encoder’s final time-step representation
Bottleneck . Repeat this final representation along the temporal
Repeat vector Operation . . .
dimension to form the decoder input sequence
Input_size=64, hidden_size=64, num_layers=1,
LSTM.2 LST™M _ - -
dy bidirectional=false, and batch_first=true
In_features=64, out_features=28
(decoder) Linear Fully connected layer n_tfeatures out_featutes

(time-step-wise projection)
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Algorithm 1: DrFL

Require: Trusted lab dataset D), customer local datasets
{D,}|, global rounds 7, client sampling ratio p, local epochs
E, learning rate ), pretrain epochs £, autoencoder pretrain ep-
ochs £, and quantile level ¢

ae’

Step 0: Server pretraining of refrigerator temperature prediction
model on trusted dataset
Initialize ¢ (feature extractor f, and regressor g,)
1to £y do
Update 6 by SGD on D, for solving Equation (1)

fore, =

end for
900

Step 1: Server pretraining of autoencoder on trusted dataset
Initialize ¢ (encoder h,, and decoder d,,)

fore,, =1to £, do
Update ¢ by SGD on D, , for solving Equation (3)
end for
¢ 0

Step 2: Federated training with data-level anomaly detection
fort=1to 7'do

Sample ¢ < {1,...,N} with [C"|= [ pNT .

$AL - onA - ey - 24
Broadcast 6 to all i< C'").,
for each i€ C'"*) in parallel do

()Et)(_e(t)

fore=1to Edo
Update 6" by SGD on D,
for solving Equation (2)
end for
Compute anomaly score 7, using ¢~ and

Equation (4)
Upload 6" and r, to the server
end for
THQuantileq({ri}ieCm)
NY—{iecW | T, <7}
Update 6 *" using Equation (5)
end for
Return: 67V
3.8 3%
)dz‘sl Alg]

2 AT AL IHEQ DIFLY A5 ASS A A S
58 dlolE, sk Fo 1A dlolE], At 17 718 Tl
OIS AHE-3HATh ARS8 BlolE = trusted dataset
omai, 444 g4l 1 t]fi tlolEl e} AAl A 1A
1290 468 delel= 788, U 3ol 24 el

=t}
B+ A4 WA 84609} ] 2t
g2 F458, 2 122 24 v
AA ol WD B3R E @4
g ) ol gtk Beste], A9 A
S A W AN ol S sekst, At #
o 879t T 20%F 29| = A gste] 54 Al grof o

Be U980 Fesgnt FAFOE, ol )
B4 BAE Q8 2L go] AL BEys
2 A ghol 712 HA g A9 F A fEo
247} 50% BHE 2 2~3 B} 228 (timestep) -7l F-
Aottt AR Fof 17 HolE = 7 1 M E A4 b
oJE1S] 20%E B7HEOR EERE T, vl 80% F 20%F
HASE, WP E 5 5802 ARGkt &, A ol
WA 33012 HlojE 2} o) Rl o] Sl /\lgﬁﬂol’d ol
HlolEle] 74 Stgoznt FEeigint Alat uA B7HE
HolH = Afshael #alshA e ¥4 1002 74
W, 2o} dnksh e B7kshs H ARSSHlt &l H o]

Bl 29 o Aol A wonz HEo| £8 glo]
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oj9} Z2 dlo|f 74 L £ ulgo® B AFY=F 7}
A Gt Ave &5 AT A HAle ddts o 1
A BG7F v L2, AIQE o] Adeks Al A3 A
O Hog IAEY] WL 25 935 A5 S aRHoR
BN F AeAE AFI F HAE Al 24 57 A
U Q2 AA Ar|2 Sl A 45t 14 o] F71E LS o,
HEo] 371 45 QlolE ghgE 22 BRdS 54 3 8d
T UEAE FRIs] Aolth. 7 H7 Ay QoA+ A
Ak GAlClA dojzl 27] B g0 o fy0, AR EHEL
E DA BE gy o fyre, 1AL HEAQ] A 7]
9 FedAvg(McMahan et al., 2023), 117 o] E]7t o] A4S ¢
3}3t FedProx(Li et al, 2020), 747 <dAFss 7MY
FLTrust(Cao et al., 2021) % FL-DIAC(Guo et al., 2023)& &

ato] Sh5E RAES o3 45 vl B4 ol &
A v E 93 BE dsE WHES S <Table 1>°A4
AAE ID-CNN 710t 25 o) RS 352 02 A9
o 2 QT4 o3 oo AH L5 W YA £
S(freezer temperature), ¥44 25 (refrigerator temperature),
224 £ % (convertible compartment temperature)©| ™, Y1, Y2,
Y32 #718k5ieh 2. 18 ol A A53 48 A= 2ol M3t o
Z A NS 247 742, 5E 0.2 A3l om, o)« WAL
77 FEHA WE LEE GF e U7 Bd o2 4
2= Ak Hrg e Aol
& 3 24 7 g SellA de] AMEEE
ggatqich. A WA JrAEs 2AAAST
(coefficient of determination, R, Rdo] A7 &% WFS
o} 2 A=A B e, 2de) Aol 4ne e
wkshe Wl AHgSET, WA B EE B A e
& 2 2 (mean absolute percentage error, MAPE)Z, o &gt} 4
Agke] zfol S LA fﬂ‘ﬂl NE& 2 Yehd A o|th. ok
A 2% Y39 A5 AAgho] 00l 7Pk AlZEe] o
ZA 3k MAPE kel JJr_wPﬂ AA = g0l Bt R, 3
g =9 wol thej A= MAPES 7} A 3ol A Al 25kt
Al A H7HA 5 B S 23K root mean squared error,
RMSE)E, o3¢k AAIFL 2kol o] Ay Bl AFds F
E& ol QA= AlFste] AjtstRE & 2abol B W7t
= E4o] 9t} B Ao A A3 WU} A ¥ = R=
101] 7V %, MAPES} RMSEE #t0] 842 $-43% 9
A& UERIT, B, A5k BAGIAE 2 o] 1
FHlolE o] B2, o FHo] ME Fo|F EAFS TIAEE,
2 2eo] YFAQ] o= ASulo 7= AA Av) A~ ﬁg
73] Hrketr] ook B Aol Sttty
of thellAe= A& Aol A Ak = 7 UH:E’:OIV%.
2 AFol A= 1A oS 459 EFHAK(standard de-
viation across customers)S F7121¢] H7IA E2 2835190}
o]‘— %%Ltﬂ-)\ oﬂ zl—cﬁs]- i3 _17_714_/] R2, MAPE, RMSE %t 71-0 ]
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Table 3. Hyperparameter Details Used in this Study

Method Hyperparameter Notation Value
Customer sampling ratio P 0.1
Prediction model pretrain epochs £ 50
Shared Local learning rate n 0.0005
Local training epochs E 1
Local batch size - 10
FedAvg  Global communication rounds T 20
Proximal term weight - 0.01
Fedprox .
Global communication rounds T 20
Server learning rate Nyerver 1
Anchor dataset size - 300
FLTrust -
Local batch size - 32
Global communication rounds T 100
Anomaly threshold quantile q 0.1
Autoencoder pretrain epochs E, 20
FL-DIAC -
Autoencoder batch size - 16
Global communication rounds T 20
Autoencoder pretrain epochs £, 80
Autoencoder learning rate Nye 0.0005
DrFL -
Autoencoder batch size - 64
(proposed)
Anomaly threshold quantile q 0.25
Global communication rounds T 20
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Table 4. Performance comparison of temperature prediction models on participating customers in FL using , MAPE, and RMSE. The

best performance among compared models is highlighted in bold. Values in parentheses represent the standard deviation

across customers. CF denotes the convertible compartment.

Y1 Y2 Y3
Method (freezer temperature) (refrigerator temperature) (CF temperature)
R? MAPE RMSE MAPE RMSE R? RMSE
. 0.93 12.61 2.00 0.94 21.70 0.52 0.96 1.75
Pretrain
(0.15) (8.97) (0.78) (0.14) (15.48) 0.31) (0.14) (0.76)
0.94 10.14 2.13 0.95 19.47 0.50 0.95 1.76
FedAvg
(0.12) (10.62) (0.73) (0.11) (14.69) (0.25) (0.12) 0.11)
0.95 8.46 1.70 0.96 18.38 0.49 0.95 1.75
FedProx
(0.10) (10.27) 2.27) (0.10) (12.43) 0.21) (0.06) (0.53)
0.91 13.80 2.10 0.93 25.18 0.62 0.91 227
FLTrust
(0.17) (9.45) (0.87) (0.12) (12.83) (0.26) (0.10) (1.10)
FL-DIAC 0.97 7.17 1.06 0.96 17.42 0.45 0.95 1.74
(0.10) (7.35) (0.38) (0.09) (13.82) 0.17) (0.08) (0.63)
DrFL 0.99 6.89 0.78 0.97 12.74 0.39 0.99 0.65
(proposed) (0.08) (6.73) (0.35) (0.06) (11.83) (0.14) (0.08) (0.53)

,,,,,

(a) FLTrust

(b) FL-DIAC

=3 Normal
vz Abnormal

(c) DrFL (proposed)

Figure 1. Anomaly Score Distributions of Robust FL Methods for Normal (blue) and Abnormal (red) Customers.
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Table 5. Performance Comparison of Temperature Prediction Models on Nonparticipating Customers in FL Using R, MAPE, and

RMSE. The best performance among compared models is highlighted in bold. Values in parentheses represent the standard

deviation across customers. CF denotes the convertible compartment.

Y1 Y2 Y3
Method (freezer temperature) (refrigerator temperature) (CF temperature)
R MAPE RMSE MAPE RMSE R RMSE
Pretrad 20.03 12.04 4.66 0.74 32.93 0.89 0.87 3.65
retram (19.84) (132) (5.02) (0.57) (21.79) (031) (1.05) .77)
0.92 8.46 1.33 0.91 18.88 0.51 0.97 1.81
FedAvg
(0.12) (5.13) (0.54) (0.16) (11.82) (0.14) (0.08) (0.80)
Fedp 0.93 7.62 1.19 0.91 20.16 0.53 0.97 171
earrox (0.12) (4.68) (0.49) (0.18) (13.05) (0.14) (0.06) (0.75)
LTt 031 10.95 477 0.86 30.38 0.62 0.85 3.54
s (22.73) (5.50) (5.44) (11.20) (21.43) (0.21) (6.26) 2.53)
0.94 7.04 1.09 0.91 19.78 0.51 0.97 1.83
FL-DIAC (0.13) (4.68) 0.51) (0.17) (12.95) (0.15) (0.08) (0.82)
DrFL 0.96 6.20 1.05 0.93 17.79 0.47 0.97 1.72
(proposed) 0.27) (2.66) (0.55) (0.23) (11.63) (0.15) (0.06) (0.78)
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Figure 2. Convergence curves of the global model with and without anomaly detection over communication rounds. R? scores are reported
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for Y1 (freezer temperature), Y2 (refrigerator temperature), and Y3 (convertible compartment temperature). “w/ anomaly

detection” denotes the proposed DrFL framework, while “w/o anomaly detection” denotes the same federated learning without

anomaly detection.
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